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Overview

Gateway Ticketing Systems provides a secure method for exchanging files over the Internet. Our server uses
the latest technology to isolate users, transmit information over secure channels, auditing access, and
preventing fraudulent activity.

There are two methods to securely connect and transfer files between your site and Gateway. The first
method is via HTTPS utilizing a web browser. The second method is via the FTP protocol over TLS/SSL
secure channel using a freely available file transfer client which support FTPS (implicit SSL).

Upon request, Gateway Ticketing Systems Customer Service Department will supply you with a username
and password to access the site. Once connected you will be logged in to a home folder where you will be
able to upload or download files and folders. No one else except for our staff will be able to see or access
your data. From your home folder, you will also be able to access any software releases or updates you
currently have maintenance on plus valuable documentation to assist you in configuring our software.

Methods of Access — HTTPS

Using your favorite web browser, visit: https://files.gatewayticketing.com. Please enter the Domain:
Gateway, Username: <assigned by Customer Service>, Password: <assighed by Customer Service>.

Note: Domain must read “Gateway’” with the first letter capitalized and the other letters lower-case.
Username and password are case-sensitive as well.
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Enter domain, username and password and click Login.

Domain: * |Gateway |

Username: * |bwayne |

Password: * |uuuuuu. |

@;_ Login

Done [ €D nternat H100% -
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Methods of Access — HTTPS

You will be logged in directly to your secure home folder where you can create more folders or upload files
to. The other directories are read-only. You may only download content from them such as new versions, bug

fixes or supporting documentation (i.e. Galaxy or Support).
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Methods of Access — File Transfer Client

Due to limitations of the web interface and PHP, you may experience difficulty transferring files over 2GB in
size. When you need to transfer much larger files, a file transfer client is preferred because of its ability to
queue multiple files and re-transmit if an error occurs during transit. Any client used must support FTPS
(FTP over IMPLICIT TLS/SSL). Using your favorite client, open the address:
ftps://files.gatewayticketing.com. Alternately you can use the address: files.gatewayticketing.com
specifying TCP port 990 in your connection string.
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Methods of Access — File Transfer Client

When connecting to the server you will be presented with an SSL certificate that must be accepted to fully
connect.

Unknown certificate [5?

3 The server's certificate is unknown. Please carefully examine the certificate ta
) make sure the server can be trusted.

Dietails

Host: files.gatewayticketing.com; 390
Walid from: 7i18f2008

Walid ko 7i19fz009

Serial number 098715

Public key algarithm; RS54 with 1024 bits
Fingerprint (MDS):  91:29:ab:b4:be:68: ?b:38:26:55:c1:8c:9d: 76:bd:c1
Fingerprint (SHA-1}: 73:69:08:76:c1 :e5:0a:52: 79, 9% ec: 12:62:4a:04:f 3:27:a1:bF:69

Subject of certificate Certificate issuzr

Common name: files, gatewayticketing,com (Organization: Equifax

QOrganization:  files.gatewayticketing.com Unit: Equifaz Secure Certificate Authority
Unit: GT25293602 Counkry: us

See wiwe,geatrust.comjresources/cps ()08
Domain Contral Validated - QuickSSL Premium(R)
Zounkry: us

Session details
Cipher: AES-128-CEC
MAC: SHAL

Trust this certificate and carry on connecting?

[Cilways trost certificate in fubure sessions,

Once again, after the connection is established you will be logged in directly to your secure home folder
where you can create more folders or upload files to. The other directories are read-only. You may only
download content from them such as new versions, bug fixes or supporting documentation (i.e. Galaxy or

Support).
s P
Status: Connection established, intializing TLS. ..
Status: verifying certificate. ..
Status: TLS/SSL connection established, waiting For welcome message...
Response 220 Welcome to Gateway Ticketing Systems Secure File Transfer, All connections are logoged
Command: USER bwayne v
Local site: |\ v [Rerrnteste: ) v
= ¢ My Computer Al
* d A "
Filename Flesize Fietype 4 | Filename Filesize Filetype L
Ba: 3%InchFlo 1.,
e Tt Local Disk ) Galaxy3 File Folder 7
oD CD Drive ) Galaxy4 File Folder
ok CDDrive & ‘ ) Support File Folder 7
< 3 |& >
Server | Local file Direction  Remote File Size  Priority

© 2008 Gateway Ticketing Systems, Inc. All rights reserved.
315 East Second Street, Boyertown, PA 19512 (610) 987-4000 FAX (610) 987-4001

Gateway Ticketing Systems, Inc. makes no warranties as to the completeness or accuracy of this document. Brand names, company names, and product names are trademarks or
registered trademarks of their respective companies.



GTS-Secure File Transfer Server

File Transfer Clients

Recommended file transfer clients include but are not limited to:

FileZilla - http:/filezilla-project.org/

CuteFTP - http://www.cuteftp.com/products/ftp_clients.aspx

WS_FTP - http://www.ipswitchft.com/

AnyClient - http://www.anyclient.com/

File Transfer Client Setup — FileZilla

1.  Open the site manager by clicking File > Site Manager... (or pressing CTRL+S)

Edit View Transfer Server Help Mew version av

Export... L
Import...

Show Files currently being edited. .

Exit
2. Click the button to create a new site. Fill in the information for the connection.
a. Host: files.gatewayticketing.com
b. Port: 990
c. Server type: FTPS — FTP over implicit TLS\SSL.
d. Logon type: Must be set to “normal” before the user name and password can be
entered. Click ok to save or connect to connect immediately.
Site Manager [zl
Select Entry: p— -
&=ty sites General |Advanced Transfer settings | Charset
_@_ Mew site Host: ‘Files.gatewayticketing‘cum | Port: |990 |
_@ Secure FTP
Servertype: ‘FTPS - FTP ower implicik TLS/S5L v|
Logontype: ‘Nurmal v|
User: ‘bwavne |
Password: ‘--------u---- |
Account: ‘ |
Comments:
[ Connect } [ of ] [ Digcard
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File Transfer Client Setup — CuteFTP

1. Right click in the site manager (displayed by default) and select New> FTP Site
2. Fill in the host address as files.gatewayticketing.com and enter your Username and Password

Site Properties for: Secure Gateway FTP fg|

General | Type | actions | options

Label:
| Secure Gakeway FTP |

Host address:

| files, gatewayticketing. com |

Username: Lagin methad

| bwwayne | () Mormal
Password: () Anonymaus
| [TTITIIITITITIITT] | OQ‘JUMB
Comments:

Canneck ][ [0]4 ][ Cancel ][ Help ]

3. Switch to the “Type” tab and select protocol “FTP with TLS/SSL (Port 990 — Implicit)”
4. Click ok to save or connect to save and connect immediately.
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Site Properties for: Secure Gateway FTP #]

General | TYPe | Actions || Options

Prokocal bvpe: Port:
FTF with TLS/35L {Port 990 - Implicit) | | 990
FTP {standard File Transfer Protocol

FTP wikth TLSISSL (Pork 230 - Implicit)
FTP with 33L (AIJTH 551 - Explicit)
FTP with TLS#SSL (AUTH TLS - Explicit) e
SFTP using 53HZ (Secure Shell) '
HTTP (HyperText Transfer Protocol)

HTTPS {Secure HTTP access) a channel
Auto-detect v O Clear Command
channel
Daka connection bype: NOTE: The conneckion
is al
Use global settings o || Process s dlways

encrypted. Clearing the
data channel resulks in

T fer bype:
ranster type unencrypted daka transfer,

Use global setting * | Clearing the canmrmand

- channel results in
Server time zone: unencrypted commands.
Mo Offset w | [ automatically detect

— | — 1T = B 1T 1

File Transfer Client Setup - WS_FTP

1. Select “Site manager” from the file menu. Click “create site” on the window that appears.

€ 1pswitch WS_FTP Home
| Ele | Edit Yew Tools Hel

Conneck 3
&l G prine

| Sike Manager ... | ticks

Quick Conneck. ., r

2. This will open a site creating wizard. Give the site a descriptive name like “Secure
Gateway FTP” and click the Next > button.
3. On the connection type screen select FTP/Implicit SSL and click Next > to advance.

—af

LConnection Type:

4. On the server address screen set the address to files.gatewayticketing.com and click Next >
to advance
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Server Address:

< Back | Mest > |

5. Enter your username and password on the next screen and click Next > to advance.

User Mame:

|bwayne

Pazzword:

HERERERRRENER

< Back | Mest > |

6. On the next screen click finish, and if the option is selected it will connect to the server
immediately.

File Transfer Client Setup — AnyClient

1. Inthe file menu select “Site Manager”

15ett
Ezxit I

Settings

| |Name

2. Click the “New” button on the site manager window to create a new site entry.
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i Site Manager Genaral
=
Host |Files.gatewayticketing.cnm | |990
Usernarme |bwa\;ne | |:| Anonymous
Passyord |************* | Passive
Connection type | FTR{Implicit S5L v |
Local Directory || | [ Browse
Remaote Direckary | |
[ pebug | | [ Brawse
< | ¥
[ [R[= ] [ Remove ] [ Rename ] [ Save ] [ Conneck ] [ Cancel ]
3. Fill in the appropriate information for the connection as follows:
4. Host: files.gatewayticketing.com 990
5. Your username and password
6. Connection type: FTP/Implicit SSL
7. Click save to save the site, or Connect to save and automatically connect to the site.
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Troubleshooting Connection Issues

All transfers must be performed over a secure channel, if your site has difficulty complying with these
guidelines please contact Gateway Ticketing Systems Customer Service at 610.987.4002.

Troubleshooting — Forgotten Password — Password Reset

If your e-mail address is correctly associated with your FTP account, you may use the web interface at:
https://files.gatewayticketing.com to reset your password. Choose the “Lost Password” link from the login

page.

@ Lagin
Lost password

Next, enter the Domain and Username information
Note: Domain must read “Gateway”” with the first letter capitalized and the other letters lower-case.
Username is case-sensitive as well.

Lost password

To reset your password, enter your domain and username. An
email message will be sent to the email address associated with
your username along with instructions on how to reset your
password.

Domain: * Gateway

Usemame: *  bwayne|

Reset Password ] [ Cancel

An e-mail will be sent to the e-mail address associated with the account with reset instructions.
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ateway

TICKETING SYSTEMS

Lost password

An email message has been sent to the address
bwayne@gatewayticketing.com with instructions on how to
reset your password.

E-mail will look like this as the sender.

e ———

1 GTSFTP@gatewayticketing.com &:28 AM
Password reset request

The body of the e-mail will contain a link. Click the link to reset your password.

Password reset request

GTSFTP@gatewayticketing.com
sent: Mon 12/15/2008 8:28 AM
bwayne @aatewayticketing, com

Hello, Someone {presumably you) reguested that your
password be reset as it has been forgotton. FPlease
find below a link that will allow you to reset your
password. https://files.gatewayticketing.com:443/rp?
c=24ab36dB863a0848b3f5d4a8bocd6ffdd

Type in a new password.
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Reset lost password

To reset your password, enter your new password in the fields below.

Password:* esssssssssne

Confirm: * YTy

[ Save ]| Cancel

A message will indicate that your password has been reset and you are now ready to log in to the web
interface or use your favorite file transfer client.

Secure File Transfer Server

Enter domain, username and password and click Login.

& Password has been successfully reset.

Domain: * Gateway
Username: * bwayne

Password: *

User Intefface: @ HTML ' Java Applet

@ Lagin
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If you receive the message “Username does not have a valid e-mail address”, please e-mail
ftpadmin@gatewayticketing.com or contact Gateway Ticketing Systems Customer Service at 610.987.4002
to make sure the correct e-mail address is associated with your login.

Lost password

To reset your password, enter your domain and username. An
email message will be sent to the email address associated with
wyour username along with instructions on how to reset your
password.

E3 A problem occurred with your request:
Username does not have valid email address. Please e-mail
ftpadmini@gatewayticketing.com for assistance.

Domain: * Gateway

Username: *  bwayne

I Reset Password ‘ I Cancel ‘

Troubleshooting — Changing your password or associated
e-mail.

If you are using the web interface and are currently logged in, choose “My Account” in the upper right hand
of the screen.

Logged in as: bwayne under domain Gateway
My Account | Logout
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Select “Edit” from the Personal Information heading.
My Account

Personal information - Edit

Name: Bruce Wayne
Login: bwayne
Email: bwayne@gatewayticketing.com

Change password

Change your e-mail or name. Usernames must be changed by Customer Service.
My Account
Personal information

Mame: Bruce Wayne

Login:

Email:  bwayne@gatewayticketing.com

I Save ‘ I Cancel

If you are using a file transfer client which supports raw FTP commands, you may also change your
password using the “SITE PSWD” command. The screenshot below shows this process in FileZilla. Go to

Server | Enter custom command.
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74 ftps://bwayne@files.gatewayticketing.com - FileZilla

File Edit VYiew Transfer | Server | Help Mew wversion available!

| @ A | I|| [ Cancel current operation l
Host:  ftps:/ffiles.gatewayt Reconnect CTRL+R  jewe

Response: 257 *fSuppa Disconnect CTRL+D

Command: PASY

F.esponse: 227 (192,14 Enter custom command...

Command: LIST i i i

Fesponse: 150 223001 Force showing hidden files

Fesponse: 226 Closing DarareormeemoT

Status: Directory listing successful

Once the “Enter custom command” window is displayed, type: SITE PSWD <oldpassword> <newpassword>
. Then press OK.

Note: <oldpassword> should be replaced with your current password and <newpassword> should be
replaced with your new password.

I N
Enter custom command Iﬁ

Please enter raw FTP command.
Using raw ftp commands will dear the directory cache.

SITE PSWD oldpassword newpassword

[ ok ] [ Cancel

If the command was issued properly and your password met complexity requirements, you should see a
“Response 200 Command OK” returned back to your FTP client from the server.

Fesponse: 200 Command K.

All transfers must be performed over a secure channel, if your site has difficulty complying
with these guidelines please contact Gateway Ticketing Systems Customer Service at
610.987.4002

Troubleshooting — Password Complexity

When changing your password, you must choose a password which meets the server’s complexity
requirements. Those requirements are:

1. Minimum length of 8 characters
2. Password must not match previous 3 passwords

3. Must have an uppercase character
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4. Must have a lowercase character

5. Must have a numeric character (0-9)

Troubleshooting — HTTPS / Invalid Domain error

Enter domain, username and password and click Login.

E3 A problem occurred with your request:
Invalid domain.

Domain: * gateway
Usemame: * |bwayne

Password: *

This error will occur when the Domain has not been correctly typed in. The proper domain name is
“Gateway” and the first letter must be capitalized to be recognized correctly.

Troubleshooting — File Transfer Client (530 not logged in)

Skakus: TLS/55L connection established, waiting for welcorme message. ..

Response; 220 Welcome bo Gakeway Ticketing Svstems Secure File Transfer, all connections are logged.
Cormmand; IJSER. biwayne

Fesponse: 331 User name okay, need passward,

C':'mmarld: PASS B Bt Bl Bl B i

Fesponse; 530 Mat logged in.

Error; Zould not connect to server

This error will occur when the wrong user name or password has been entered.

Troubleshooting — File Transfer Client (421 wrong
protocol / service not available)

1
Fesponse; Z20 Welcome to Gateway Ticketing Systems Secure File Transfer, all connections are logged.

Zormmand; IISER bwwayne

Fesponse: 331 User name akay, need password,

Cl:lmmal-ld: PASS ek kR kR

Fesponse: 421 Service nok available, closing control conneckion,
Error: Zould not connect to server

Skaktus: “Waiting o retry...

The 421 error will occur if the incorrect protocol has been selected. The protocol for the connection
must be FTPS Implicit SSL. Check your settings in the site manager of the client you are using.
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Troubleshooting — File Transfer Client (Connection
established, initializing TLS... Could not connect to

server)

Skatus: onnection established, initializing TLS. ..

Error: Zould not connect to server

Skatus: Waiting ko retry...

Skatus: Resolving IP-Address For files,qatewayticketing. com
Skakus: Connecting ko files, gatewayticketing, com

Skatus: onnection established, initializing TLS. ..

Error; Zould not connect to server

This error will occur when you have been locked out of the server for attempting to reconnect too
many times with an incorrect password.

Depending upon how many times you’ve attempted to connect, your IP address may also be blocked
from connecting to our servers.

Before contacting our Customer Service Department to unlock your account, you will need to know
the external IP address you used to connect to our server. The easiest way to find the IP address is to
visit the website: http://whatismyip.com from the machine you are connecting from or ask your
Network Administrator. This will save time if we need to unlock your account or unblock your IP
address.

Security is important to Gateway and this is one step of many to catch fraudulent use of accounts.

Troubleshooting — Issues sending large files

Gateway recommends using a program such as WinZip or WinRAR to compress and break up very
large files into smaller pieces before uploading to our FTP site.

Generally any files over 250MB should be compressed and broken up into 100MB “chunks”.

WInRAR - http://www.rarsoft.com/
WinZip - http://www.winzip.com/
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